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Richard Hale?
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Johnson AB ???
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Identification is the use of attributes
– to understand who a person is, or
– to refer to a person
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To make a decision about me, one might only need 
attributes that don’t uniquely identify me
US citizen
Born in Japan
Over age 18
Has a valid driver’s license
The same person who bought a ticket earlier
Etc.



6

Human
Interactions

• Each decides what information about the other 
he requires (and how accurate, how genuine 
that information needs to be)

• Each decides what information about himself to 
disclose and not to disclose to the other

• Unless all four requirements are adequately 
satisfied, the interaction will not continue
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Interaction
With Organizations

• Pretty much the same requirement for mutual 
revealing of information

• This might not require much “identity” or many 
attributes
– “I’d like to pay cash for that candy bar you’re selling.”

• Sometimes information is widely known already
– Corporate reputation
– Brand reputation
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Sometimes Third Parties and Signed 
“Tokens” Are Involved
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Hi, I just got off that boat.

I know you’ve never seen me before.

I have a letter of introduction from a 
good friend of yours in the old country.

Will you loan me money?
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I wonder if the letter is talking about the person in 
front of me?  Perhaps he stole the letter from 

someone else.

I wonder if that letter is really from my good 
friend?  I wonder if it’s been tampered with.

The letter says he’s worthy of my trust.

This person seems sincere.  He says he really is 
the right person.  He’s well spoken.

His clothes are decent

Should I give him money? 
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Humans use all sorts of information to answer the 
questions we all use to make risk decisions

We tend to want more corroboration when more risk 
is involved  (maybe just from long experience with 
someone or some organization)

Is this store worthy of my trust?

Should I tell this person my deepest, darkest secret?

Would this person be a good role model?

What have I been told about this person?
What can I learn by talking to them?  By looking at them?
This company?

Can this mechanic fix my car?  Can this doctor fix me?

Is this really the person I talked to on the phone?
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Why Do We Worry In These Interactions?

Hints:

We don’t all share the same goals.

Human beings are not uniformly 
trustworthy.

Neither are organizations.
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So of Course, Imposters, Con-men, 
Flim-Flam Artists, Bad Guys, or 
Sometimes People with Less 

Malevolent Motivations

attempt to introduce bad information, or 
hide information, so one (or maybe 
both) of the parties will make a bad 

decision
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So, Methods of Reducing Risk Came 
Into Being

• Third parties that would vouch for one of the parties 
and/or assume some of the risk
– Banks and letters of credit; Insurance companies
– Guilds that asserted competence in a craft, and asserted 

successful track records
– Etc.

• Laws and punishment (to define notions of liability, to 
help ensure that deception was risky and generally 
worth less than honesty)

• Wax seals (also to assert information had been 
modified)

• Couriers & handcuffed brief cases
• Etc.
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These Sorts of Interactions Are Hard 
Enough In Person

• We can often know just by looking that we’re 
dealing with someone we know

• This likely means we also know things about them 
that help us make good decisions

• Imposters and their ilk have a much harder time
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Cyber Space Is (In Some Ways) No 
Different

The same questions are important

Understanding the natural motivations of all the 
parties is important

(including those imposters)

The trouble we take answering them and then 
deciding depends on understanding the situation 
(what might I gain, what might I lose?)
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Cyber Space

• In cyber space we also
want to interact with machines,
not just with other people

• Currently provide very few
chances for those human
cues
– And sometimes allows us to make fake cues

• Doesn’t provide much in the way of the 3rd parties 
either

• But, all of those questions must be answerable for 
certain kinds of interactions to be sufficiently safe
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Hanging Out With Friends…
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In May:
Registered users: 97,000,000  
Unique visitors: 9,500,000 / month  
Page impressions: 990,000,000 / month  
Age distribution: 90 % between 13-18 years old 
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BBC News,   November 14, 2007

'Virtual theft' leads to arrest 
A Dutch teenager has been arrested for allegedly

stealing virtual furniture from "rooms" in
Habbo Hotel, a 3D social networking website.

The 17-year-old is accused of stealing 4,000 euros (£2,840) worth of virtual 
furniture, bought with real money.

…The … teenagers are suspected of moving the stolen furniture into their own 
Habbo rooms. 

A spokesman for Sulake, the company that operates Habbo Hotel, said: "The 
accused lured victims into handing over their Habbo passwords by creating 
fake Habbo websites. 

"In Habbo, as in many other virtual worlds, scammin g 
for other people's personal information such as use r 
names has been problematic for quite a while. 

…

Copyright BBC
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In Addition to Virtual Furniture, People 
Also Steal…

• Game scores

• Reputation scores

• Credit card information

• Actual money from actual bank accounts



22

A Few Lessons From Cyber and Real 
Space (1)

• Knowing with whom I am interacting, and knowing 
things about that person is one thing.  Making a 
decision about what to do with this information is 
quite another. (Identification is one thing.  An 
access control decision is quite another)

• Secrets are hard to keep

• Having to reveal a “secret” in order to enable an 
interaction opens one up to all sorts of mischief

• We lack good cues in cyber space, so we sometimes 
make bad risk decisions

• The technologies we use are not strong against con 
men
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A Few Lessons (2)
• Based on the current crime rate and our desires to 

add even more complexity to interactions in 
cyberspace we
– Need stronger ways to know with whom we’re 

interacting
– Need better ways to learn things about them
– Need better technical cues about what’s going on 

technically (more later)
– Need some third parties to ease the risk, especially of 

interactions among parties who don’t know the others

• All of these methods need only be strong enough to 
overcome the worries about risk of a particular 
interaction (so we can potentially have a variety of 
these mechanisms)
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A Few Lessons (3)

• Some of these methods need to be pretty strong in 
situations where the stakes are high

• This business of “transitive trust” can be very hard 
(and is fraught with peril)
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Identity in Cyber Space
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Who Knows, Who Tells the Things 
About Me?

����

��	������

But if you don’t know me, will 
you trust what I say?

You might trust some of what others 
say about me
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Determining It’s Really Me
Via Cyber Identity Credentials Issued 

by  a Public Key Infrastructure
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An Acceptable
Authentication Credential

• Asserts information required by the other

• But does not reveal too much information to 
the other, to observers, or to the credential 
provider

• Is from a credential provider acceptable to 
the other

• Supports an authentication protocol 
acceptable to both

• Is not too hard to use

Going forward we need a greater variety of 
potentially acceptable authentication credentials
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What Is a PKI?
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Pre-1976 Cryptography

symmetric key or secret key

Encrypt Decrypt

Key
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Asymmetric (Public Key) 
Cryptography

Encrypt Decrypt

Key1 Key2

• Different Keys
– One to Encrypt
– One to Decrypt

• Derivation of one key from the other is 
essentially impossible
– (Based on a “hard” mathematics problem so is 

computationally infeasible as long as no one solves 
the hard problem)

• Different Keys
– One to Encrypt
– One to Decrypt

• Derivation of one key from the other is 
essentially impossible
– (Based on a “hard” mathematics problem so is 

computationally infeasible as long as no one solves 
the hard problem)
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So, We Can Publish One of the Keys

Anyone can use the Public Key to Encrypt

But, only the holder of the Private Key can Decrypt

(and vice versa) 

Encrypt Decrypt

Public Key (Key1) Private Key (Key2)

• Since asymmetric cryptographic keys come in 
pairs,
– Can publish Key1
– Can keep Key2 private (only one person has)

• Since asymmetric cryptographic keys come in 
pairs,
– Can publish Key1
– Can keep Key2 private (only one person has)
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Useful Things from Public Key 
Cryptography (1)

• How to tie a document to a particular person

– Encrypt it using your private key then give the 
encrypted document to anyone  (…strange since 
anybody can decrypt it…)

– Anyone can decrypt it with your public key
and if it works, presto, they know it came from 
you

– When this sort of encryption is combined with 
another cryptographic technique that makes a 
document tamper evident, one has the basics of 
a digital signature
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Useful Things (2)
• How to make a document tamper evident, AND 

tied to you (this really is a digital signature)

– Compress it with a cryptographic hash, then 
encrypt the hash with your private key

– Someone can check the document by
• Decrypting the hash
• Computing the hash from the original document
• Comparing the two hashes

• (and since they used your public key to do this, they 
know you computed the hash)
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Useful Things (3)

• How to hide something from eavesdroppers 
when you send it to someone else
– Find the someone else’s public key

– Use it to encrypt, then send the document to 
them

– Only they can decrypt since only they hold the 
private key
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Useful Things (4):

• How to Prove it’s Really You Who is Requesting 
Access (without disclosing how you proved it to a 
bad guy)

• An overly simplistic example
– The server encrypts a random number with your public key 

& sends it to you
– You prove you possess the corresponding private key by 

decrypting the random number, then sending the number 
back to the server (so the server believes it is 
communicating with the entity that possesses the 
appropriate private key)

– Repeat in reverse
– (Disclaimer. This example leaves out key ingredients of 

actual, secure authentication and key exchange protocols)
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(So, in this access control example, 
the authenticator is never revealed )
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Bad Guys and Directories
(and why we have Public Key 

Infrastructures)
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Publishing Public Keys: the old days

Bill Smith A Public Key

John Smith A Public Key

Sam Smith A Public Key

The Directory
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If the Public Key Is Really Public, Why 
Can’t Someone Else Pose As You?

• Directory security is not as strong as the 
cryptography so…

• Bad guy might attach his name to your public 
key & publish them together

– (so your friends think they’re encrypting 
something for you but alas…)

• Or, bad guy might publish his public key with 
your name attached

– Then posing as you to your bank and cleaning 
out your account



42

Publishing Public Keys: Now

Bill Smith
Bill’s Public

Key

Trustworthy Third 
Party’s Signature 

That Binds the 
Name and Key 

Cryptographically

A PKI Certificate
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A PKI Issues Cyber Identity Credentials 
That Tie Attributes About Someone or 

Something to a Public Key via the 
Digital Signature of a Trustworthy Third 

Party

A PKI also provides methods and 
standards for protecting the 
corresponding private key
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(Oversimplified) Parts of a PKI

Registrar

Directory
Server (for
Public Keys)

User 
(Keeps private key)

Certificate
Authority
(Issues the
PKI
Credential)
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Credential Quality/Strength Depends 
on a Lot of Things in This Picture

A few of these
• How well does the registrar verify identity?

• How well is the private key kept private?
– During issuance
– During use

• How protected from eavesdropping and 
modification are the conversations between the 
user, the registrar, and the CA?

• How protected is the CA from attack (e.g., can a 
bad guy access the CA’s private key)?

(The notion of a CP & a CPS)
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All Those Things Are Written Down

• In a document called the Certificate Practices 
Statement (CPS) of the PKI

• A PKI is also generally audited by an external entity 
to the CPS
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So, If You Trust the Entity That Issued 
the Credential

• And you know a bit about the credential quality (via 
the CPS, via audits)

• You may decide to use or accept that credential for 
any/all of the public key functions described earlier
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Now for one of the trickiest parts of 
present-day identity management…

(Or one of the reasons why we talk of 
things like “identity federation”)
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Determining What Credential to 
Accept is a Business Problem

Each relying party must make the decision

This Is One of the Fundamental 
Problems of Identity 

“Federation”
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The Single DoD-Wide PKI

• Since interoperability of PKI was very limited 
when the DoD PKI started, this single PKI 
provided immediate interoperability of meaning 
of credentials within DoD

• Enables DoD-wide policies that determine how 
and where these credentials can be used in DoD

• Provides one joint program that works all the 
credential quality issues rather than hundreds
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Basics of the DoD PKI (1)

1. Issues standards-based identity credentials for 
people (Per X.509v3 standards)

• Asserts very little other than the tie between a name 
and a public key
– Must find those other tidbits about Richard Hale from 

other sources

• Private keys for individuals (mostly) stored on 
smartcard/Common Access Card (CAC)

• Credentials for people tied to the pool of people 
identity in DoD by tying to the consolidated DoD 
personnel database

2. DoD PKI also issues server certs for web servers
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Basics of the DoD PKI (2)

• Revocation status checking via certificate 
revocation lists and via the online certificate status 
protocol (OCSP)

• Single off-line root CA, although credentials issued 
by many subordinate certificate authorities for 
performance and reliability reasons

• Like most PKIs, credential quality depends on 
many, many things…
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Credential Quality/Assurance 
Increases Are a Full Time Job

• Bad guys improve continuously

• Improved cryptography (e.g., elliptic curve)

• Stronger protection of private keys, alternate tokens

• Use of biometrics to unlock the private key (rather 
than a local PIN)

• Better identity vetting of individuals before issuing a 
credential

• Stronger protocols between the certificate authority 
and the place the keys are generated

• More auditing

• Etc., etc., etc.
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DoD PKI Credential Quality
(How Much Can I Trust This Credential I’ve Been 

Presented?)

C
re

de
nt

ia
l Q

ua
lit

y

Time

Use of DEERS
Identity system

Use of smart card 
(CAC) for the 
private key

Use of Hardware
Crypto in CAs
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Operational Status
• Over 37 Million Certificates issued
• Over 15 Million Common Access Cards 

(CAC’s)
• 3.4M Active CACs 

– Over 500,000 Software certificates being used
• 98% of DoD web servers have certificates

• Uses today:
– Replacing User Names / Passwords for 

cryptographic desktop/domain controller logon
– Authentication to web-based information stores 

and applications
– Digital Signatures of information (forms, travel, 

etc.)
– Digital Signature and Encryption of Email
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More PKI Plans (1)

1. Credentialing things other than people (so we can 
do things like NAC)
– General purpose computers (servers, desk tops, 

laptops)
– Special purpose computers (domain controllers, email 

servers)
– Network devices (routers, firewalls, etc.)
– “Services” (already credential web servers)
– Eventually VoIP soft & hard phones
– PDAs

2. Adding citizenship to credentials
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PKI Plans (2)

• Standing up a coalition PKI for non-DoD 
unclassified partners

• Standing up PKI inside some of the large coalition 
networks

• Improving PKI on the classified networks

• Improving and using a process for determining 
which other PKIs in the world issue identity 
credentials that can be accepted by many DoD 
relying parties
– Mechanizing these decisions via the Federal Bridge, via 

direct trust of the other roots, or longer term, via 
validation authorities
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What About All That Other Information 
About Richard Hale?

(Attributes and the DoD Joint 
Enterprise Directory Service (JEDS))
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AF Directory

Army Directory

Navy Directory

JEDS
(12 

primary 
attributes)

DoD PKI Directory

https

ldaps

SAML v1.1 & 2.0
Web services

Comprehensive DoD White Pages service & Blue Pages/device service
Provides users the ability to find people, organizations, services, devices, 
Standardizes and provides access to attributes owned and maintained by 
DoD Components
Enables users, humans and machines, to access the attributes
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Challenges
� Attribute data owners commitment to share and to keep 

that data current

� Standardization of identities and relationships between 
repositories

� Defining access control policies and business rules for 
attribute sharing

� Reconciling attributes from multiple authoritative 
sources

� Integrating with other Federal/Coalition partners 
Directory consolidation efforts

� Adding new attributes, or front-ending them

� Naming each entity only once is essential and difficult
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Using Those Attributes: Attribute-
based Access Control & Privilege 

Management Pilots
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Service
Consumer
Service

Consumer Service
Provider

Service
Provider

Policy
Enforcemen
t Point (PEP)

Request
(with PKI 

Authentication )

Joint Enterprise 
Directory Service** 

(White Pages)

Attribute Stores
• DoD Active Directories
• DoD Personnel DB
• DoD Clearance DB

Attributes
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– Privilege Management Pilots Phase I
– Demonstrate viable privilege management operational capability

– Phase II
– Operate using attributes from non-DoD entities.
– Initial integration with authentication mechanisms
– Ensure that the information and information services are authoritative 
– Share across security areas such as coalitions, Homeland Security, etc.
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But…What About the Directory 
Problem?

• A la the PKI, strong binding of attributes to names 
is a (near) future challenge

• This challenge also exists for biometric attributes 
about me.  We’ll move more and more to 
cryptographically binding a biometric to a name at 
the time we register the biometric.
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What About Fuzzy Attributes?  What 
About Fuzzy Credentials?

• We “add-up” answers to questions in real life.  We 
make decisions based on a pattern of answers

So, can we structure our systems so that a pattern of 
answers, possibly from many sources, adds up to 
something stronger than any of the answers 
themselves?
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The Service Oriented Architecture
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The Service-Oriented Architecture, or 
SOA

Service Interface

Service 
Provider
Service 
Provider

Service
Consumer
Service

Consumer

The Network
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Service Oriented Architecture

Bind

• Make data and 
applications 
available for use, 
accessible as 
Web Services

• Provide service 
description for 
interface and 
semantics.

• Generally is 
another 
service

• Consumes 
data and 
services
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The (notional) Innards of a Service

Firewall

Ap Switch
Ap 

Server

Router

Ap 
Server

Ap 
Server

Ap Switch

Ap Switch

Database 
Server

Database 
Server

Database 
Server

VPN crypto

Hosting Center With Redundant Power, AC,
Decent Physical Security

Redundant Connections to the WAN, etc.

All the other stuff in the 
computing center that 
shares the center, the WAN 
interfaces, and possibly 
storage, the local network 
infrastructure, sys admins, 
etc. 

Router Router

Router

The Network
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Composed Services

Service

Composed
Service

A B C

Higher-Level Application 
or Business Process (the 
useful part) is Composed 
of Lower-Level Services

Legacy
System

Data/
Content

Adapter

Adapter

Adapter

Adapter

Adapter

Data/ 
Conten

t

Legacy
System

External
App

Data

Service

Application

Web

Service

Application

Web

Service
A

Service
B

Service
C

Service
Application

Web

Service

Service
Consumer

Happy 
Customer

Unclassified

Unclassified
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Composition of Services to Build a 
Capability

Our service is a participant in a composed
application serving a soldier in the field
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• Not only do we need to find ways to ensure identity 
credentials, and certain attributes have meaning 
across many organizations,

• We need to find ways to ensure identity and 
attribute interoperability across system-high 
security boundaries
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Another Challenge: Fragility Avoidance 
as We Deploy All of This Stuff
(Remember Our Customers)

(CAC PIN reset example and my trip 
from to Camp Dawson WV)
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tamperable way
• Whether my clearance, my biometric features, whatever
• In a way that has meaning in the federation
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www.disa.mil

iase.disa.mil



75

Backups
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On “Tokens”

• A “token” proves that a unit of capacity 
has been purchased

• The holder can give or sell the token to 
another person

• There is no need and no way of knowing 
whether the holder is the original holder

• Writing someone’s name on a “token”
doesn’t change anything

• Tokens cannot authenticate - they 
preserve anonymity

Tokens are great - when used for appropriate purpose s

To control access to subways, we used tokens:
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On Man-In-The-Middle Attacks

• If an object is meant to be passed when used, one has no 
way, thereby, of knowing who is passing it
– e.g., SAML bearer tokens

• Something passed can be accidentally passed or be taken 
by phishing, pharming, guessing, and other attacks

• Encrypting the “token” doesn’t change anything – it is a 
secret to be passed

• Being signed by a person doesn’t prove anything
– If I hand you an S/MIME message that was signed by 
someone, does that prove I am that someone?


